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spear-phishing attack on you. Cyber criminals can also use social engineering with these details to try to manipulate you into skipping 
normal security protocols. 

�x Be wary of hyperlinks. Avoid clicking on hyperlinks in emails and hover over links to verify authenticity. Also ensure 
that URLs begin with “https.” The “s” indicates encryption is enabled to protect users’ information. 

�x Double your login protection. Enable multi-factor authentication (MFA) to ensure that the only person who has 
access to your account is you. Use it for email, banking, social media, and any other service that requires logging in. 
If MFA is an option, enable it by using a trusted mobile device, such as your smartphone, an authenticator app, or a 
secure token—a small physical device that can hook onto your key ring. Read the Multi-Factor Authentication 
(MFA) How-to-Guide for more information. 

�x Shake up your password protocol. According to NIST guidance, you should consider using the longest password or 
passphrase permissible. Get creative and customize your standard password for different sites, which can prevent 
cyber criminals from gaining access to these accounts and protect you in the event of a breach. Use password 
managers to generate and remember different, complex passwords for each of your accounts. Read the Creating a 
Password Tip Sheet for more information. 

�x Install and update anti-virus software. Make sure all of your computers, Internet of Things devices, phones, and 
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